3GPP TSG SA WG3 (Security) Meeting #91
S3-181402
16th April – 20th April (Serbia)
revision of S3-180abc
Source:
Nokia
Title:
Local configuration of message protection policy in SEPP
Document for:
Other
Agenda Item:
7.2.13.1
1
Decision/action requested

This document updates the Living document with OA&M based local provisioning of protection policies in SEPP as an option. SA3 is requested to approve the update.
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3
Rationale

Living document has Solution #6 for various methods by which a message protection policy can be obtained in SEPP. It indicates two methods:

a) NF may include a message protection policy into the message or
b) SEPP obtains the policy via signaling from NRF

While signaling based mechanisms work well and must be considered, both require support from other entities in 5G Core such NF’s themselves (in case of a) or NRF (in case of b).
Another option is to keep this transparent to other entities in the 5G Core by supporting local configuration of message protection policy directly into SEPP via for e.g. OA&M interface. Provisioning based approach may be used for both initial provisioning, i.e. when SEPP is being installed, and dynamic updates of policy based on change in the network configuration.

Solution #6 is updated to include this option of local configuration of SEPP.
4
Detailed proposal
***
BEGIN CHANGES
***
4.3.6
Solution #6: Policies for protection on the N32 interface

A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.

Editor's Note: The specification of the protection policy is in scope of CT4. SA3 requires that the granularity is at service level or more fine-grained. Whether 'per subscription' is relevant, is to be discussed between SA3 and CT4. Other details are for CT4 to decide.

If the SEPP neither has nor obtains a policy applicable for a specific message, the SEPP shall apply a default policy.

Editor's Note: Which IEs are protected according to the default policy is for further study.

For the protection of a specific message, an NF may include a message protection policy applicable for that specific message into the message.

The SEPP shall retrieve a message protection policy from the NRF, if operator configuration requires, e.g. when the SEPP has no message protection policy available for a message to be sent on N32.

Editor's Note: It is for further study whether the procedure is a service offered by the NRF.

The SEPP shall also support local configuration of message protection policy, e.g., by OA&M system. Configuration may occur during initial provisioning of SEPP or through dynamic updates any time the policy needs an update e.g., due to network configuration change.
The SEPP shall send message protection policy error messages to NFs or the NRF if operator configuration requires, e.g for the case that the SEPP has no policy applicable for a specific message.

It is up to operator configuration how the SEPP behaves if more than one policy applicable for a specific message are available to the SEPP.

***
END OF CHANGES
***
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